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Introduction

On January 20, 2025, the first day of his second term, President Donald Trump sought to
delay enforcement of a 2024 law that banned distribution of the popular Chinese-owned
social media app TikTok. The intent of this delay was for his administration to work out a
deal by which TikTok’s Chinese parent, ByteDance, could divest the app. Regardless of the
ultimate resolution of the TikTok case, restrictions on Chinese communications technolo-
gies, software, and internet-connected devices are becoming a major pillar of U.S. economic
and technology policy toward Beijing, alongside tariffs and export controls. Over just the
past twelve months, the United States cited potential electronic espionage as the basis for
restricting the use of new Chinese cargo terminal cranes at U.S. ports, passed legislation and
issued a new executive order limiting certain data transfers to China, imposed draft “Know
Your Customer” (KYC) requirements on U.S. cloud services providers, published a draft
rule to ban Chinese autonomous cars being sold or used on American roads, and launched
a process to restrict the use of Chinese-made commercial and hobbyist drones—by far the
world’s most popular—in the United States. Indeed, while public attention in January
focused on Trump’s actions toward TikTok, a trade-related executive order that Trump
signed his first day in office appeared to tee up an expansion of these sorts of restrictions on
Chinese technologies.

Over the past decade, the United States quietly has built an increasingly extensive set of
regulatory tools to regulate U.S. data flows to China and the operation of Chinese software
and connected technologies in the United States. Although individual actions generally

are tailored to address a specific risk, the growing sweep of regulatory authorities has the
potential to dramatically change America’s economic relationship with China, restricting



not only a growing array of internet-connected devices and consumer products made in
China but also products made by Chinese companies in third countries. Beijing, meanwhile,
is intensifying its mirror-image campaign against products made by U.S. firms, with the
Chinese government imposing new security restrictions on U.S. semiconductors, computers,
and other connected tech.!

American officials’ desire to limit data lows to China and to restrict Chinese software and
connected tech in the United States is understandable: China is America’s foremost strategic
competitor, and China’s access to data and control of software and connected technology

in the United States provides Beijing with potential tools to conduct espionage; influence
politics; and, in extreme cases, attack critical infrastructure, commercial, and government
networks inside the United States. But the central role that data, software, and connected
technology play in the modern economy means that in principle restrictions could impact
even anodyne-seeming trade, either because it depends on data or because even devices like
toasters and thermostats increasingly connect to the internet.

Moreover, the United States and China are hardly alone in being concerned about depen-
dence on foreign technology. A growing number of European experts and government
officials would like to see the continent reduce its dependence on both Chinese and U.S.
technology as a way of increasing Europe’s own strategic autonomy. Since the late 1990s,
American officials generally have argued against foreign government policies that would
restrict data flows or limit software or connected technologies, believing that an open inter-
net ecosystem would advance both American values and the commercial interests of U.S.
firms. If the United States is now embracing restrictions on its own tech relationship with
China, American officials will need to articulate a new vision for global data flows, software,
and connected devices that enable allies to address their legitimate security interests while
preserving the moral, commercial, and economic benefits of the open internet.

The current U.S. regulatory regime is spread across numerous government agencies and
derives from multiple legal authorities. This paper is intended to help policymakers, business,
and other stakeholders develop a more strategic approach to addressing the risks of China’s
access to U.S. data and control of software and connected tech. It begins by describing the
three major sets of risks that need to be addressed: espionage; influence campaigns; and
attacks on commercial, government, and civilian networks. It then traces the history of the
emerging regulatory regime and describes its multiple constituent elements. Finally, it offers
a set of recommendations to policymakers as they build out this area of work over the next
several years.
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The Risks of Chinese Access to Data
and Control of Software and
Connected Technologies

Since the late 2000s, and particularly over the past decade, three major factors have driven
rising U.S. government concern about Chinese access to U.S. data and Chinese control of
software and connected technology in the United States.

The first factor is China’s emergence as America’s primary strategic rival. Trump’s 2017
National Security Strategy stated that “China and Russia challenge American power,
influence, and interests, attempting to erode American security and prosperity.”> Former
president Joe Biden’s 2022 National Security Strategy stated that “The People’s Republic of
China harbors the intention and, increasingly, the capacity to reshape the international order
in favor of one that tilts the global playing field to its benefit.”® A bipartisan consensus has
emerged across both Congress and executive branch officials that China presents a security
and economic challenge and that Washington needs to develop policies to reduce Beijing’s
ability to conduct espionage and to establish leverage over the United States.

The second trend has been the rise of Chinese companies across important global technolo-
gies. When China first emerged as an economic power following Deng Xiaoping’s economic
reforms and opening in the 1980s, Chinese companies principally manufactured low-tech,
comparatively low-value consumer items. Even as Western tech companies began to shift
their manufacturing to China in the late 1990s and early 2000s, China’s technology man-
ufacturing consisted largely of assembly for Western-designed and operated products. That
state of affairs changed during the 2000s and 2010s as Chinese firms became technological
powerhouses in their own right. By the 2010s, Huawei and ZTE held significant market
positions in international telecommunications network infrastructure, and today compa-
nies such as Xiaomi hold substantial shares of global mobile handset markets. Automotive
companies like BYD rank among the world’s largest electric vehicle manufacturers. Chinese
heavy industry firm ZPMC manufactured 80 percent of the cranes used at American cargo
ports.* And during the COVID-19 pandemic, social media platform TikTok became one of
America’s most popular apps, used by more than 150 million Americans monthly.

The third trend driving U.S. government concerns is China’s extensive cyber hacking, which
first emerged as a significant issue in the late 2000s. China-linked hackers appeared to
infiltrate the 2008 presidential campaigns of both Barack Obama and John McCain, and
over the following years Beijing’s hackers targeted an ever-expanding range of U.S. corpo-
rate and government networks.’ U.S. government officials recently have expressed concern
that Chinese hacking efforts are intended to give China the ability to disrupt computer
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networks, infrastructure, and business in the United States, and Chinese objectives are no
longer limited to espionage activities.® Although publicly reported cases of Chinese hacking
generally have not relied on the cooperation of China’s own international tech companies,
China’s extensive hacking efforts provide a basis for U.S. government concerns that China
could exploit its companies in the future, particularly as the companies achieve greater scale
in U.S. and global markets.

Against this backdrop, there are four broad categories of risk associated with China’s access
to U.S. data and Chinese company control of software and connected technologies:

1. espionage and data security risks;
2. influence campaigns;
3. potential cyber attacks on critical infrastructure and government operations; and

4. potential use of connected devices to mount physical attacks inside the United
States.

Espionage and data security risks: The first major category of risk is China’s ability to
leverage data, software, and connected technologies for espionage purposes and to secure
access to data for other purposes potentially harmful to U.S. interests. Trump adminis-
tration officials, for example, cited the risk of espionage as a major rationale for restricting
Huawei and other Chinese telecommunications network infrastructure companies from pro-
viding equipment for U.S. telecommunications networks. Government officials have cited
espionage risks as a justification for restricting the use of Chinese-made security cameras

in the United States and as a primary justification for the data security executive order that
Biden signed in 2024.” Chinese autonomous cars driving on U.S. roads collect substantial,
detailed information about their surroundings. Even Chinese-made subway or rail cars
contain sophisticated sensors that could be used for espionage.® An app like TikTok collects
data about its users, including their location data, that could be exploited for espionage
purposes. China could use such data to train Al systems and review real-time or recorded
access to the feeds of U.S. security cameras or other sensors to monitor people and goods
entering and specific facilities. Beyond espionage, China could seek access to proprietary
datasets, such as genetic datasets, for Al training purposes to try to obtain an edge in aspects
of Al development.

Influence campaigns: The second major category of risk, which is particularly associated
with Chinese control of social media apps and similar software, is the risk of covert influence
over U.S. public opinion. China is an active practitioner of global influence operations: a
study released in 2024, for example, found that China is increasing covert social media and
publicity campaigns to influence U.S. elections.” The U.S. government has highlighted this
risk in legal filings related to TikTok. For instance, in a July 2024 filing, it stated that China
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could use TikTok’s algorithm to “illicitly interfere with our political system and political dis-
course, including our elections.”'® Other, more targeted types of influence are also possible.
A Chinese-controlled smart television, for example, could disfavor ads from companies that
have been critical of China, while an American company that depended on Chinese software
or devices for vital parts of its own corporate information technology (IT) infrastructure
could be blackmailed into staying silent on political issues important to Chinese officials.

Potential cyber attacks on critical infrastructure and government networks: A third
major category or risks that U.S. officials have identified is the risk that China could leverage
its control of software and connected technologies to mount cyber attacks on U.S. govern-
ment networks and/or critical infrastructure in the United States. U.S. government officials
are increasingly concerned that China’s hacking of critical infrastructure providers is de-
signed to provide China with an ability to attack and disrupt networks in the United States
and not simply to conduct espionage. For example, the U.S. government has warned critical
infrastructure operators that recent Chinese cyber intrusions may give China the ability

to disrupt U.S. critical infrastructure during a Sino-U.S. conflict," echoing long-standing
concerns expressed by cybersecurity experts.'?

Potential use of connected devices to mount physical attacks in the United States:
Finally, officials are concerned that China could use connected devices such as internet con-
nected vehicles or drones to mount physical attacks in the United States. Former commerce
secretary Gina Raimondo focused on this set of risks when announcing plans to restrict

the sale of Chinese connected cars in September 2024, arguing that “in extreme situations,
a foreign adversary could shut down or take control of all their vehicles operating in the
United States, all at the same time, causing crashes (or) blocking roads.”’* While widespread
attacks are unlikely outside of the context of military conflict, the government is concerned
about the possibility of more targeted attacks during peacetime as well as the potential for
attacks during military conflict.

U.S. officials recognize that Chinese companies provide only one vector for China to con-
duct espionage, influence U.S. opinion, and threaten cyberattacks. Indeed, a public compila-
tion of major cybersecurity incidents since 2006 maintained by the Center for Strategic and
International Studies (CSIS) does not appear to include a single incident that clearly involves
Beijing relying on a major international Chinese tech company to enable its hacking." (That
said, not all details regarding every documented hack have been made public, so it is possible
that these hacks may have involved Chinese tech companies.) Moreover, Chinese companies
typically assert their independence from Beijing: TikTok’s CEO, for example, testified to
Congress in 2023 that TikTok’s parent company ByteDance “is not an agent of China” and
that TikTok had never and would never share U.S. user data with the Chinese government.”
The Chinese government doubtless also is aware that relying on a major Chinese tech
company to facilitate hacking would result in that company—and potentially other Chinese
companies—being excluded from global markets in the future. Such considerations may
make Beijing wary of actively using Chinese companies to facilitate hacking until their prod-
ucts and services are already deeply embedded in global networks and difhcult to remove.
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These issues aside, there are at least three reasons to assess that Chinese companies with
direct access to U.S. data or control of software or connected technology create risks beyond
the inherent risks posed by Chinese hacking of U.S. and other Western firms.

First, bulk data transfers to China or Chinese control of software or connected devices
provide an opportunity for significant, low-cost data collection. Purchases of bulk data can
allow China or another U.S. adversary to inexpensively procure sensitive information about
millions of individuals and can provide information on their interpersonal relationships

and connections. Chinese autonomous driving companies collect detailed location data and
imagery via sensors mounted on their cars and reportedly have driven more than 1.8 million
miles in the United States—a potentially significant source of data.'® TikTok has 150 million
American users and could turn over substantial information about its userbase to Beijing if
Beijing legally compelled it to do so.

Second, Chinese companies are subject to a set of legal regimes that could compel them to
cooperate with Chinese defense and intelligence services. The legislation includes a national
security law that establishes a “whole of society” approach to China’s national security,
including defining broad obligations for Chinese citizens to “provid[e] convenient conditions
or other kinds of assistance to national security work” and to “providle] the necessary sup-
port and assistance to national security bodies, public security bodies and relevant military
bodies.”” A 2017 cybersecurity law requires cooperation with government inspections of
networks and could enable Chinese government access to stored data.'”® Cyber vulnerability
regulations from 2021 require Chinese companies to report cyber vulnerabilities to the
Chinese Ministry of Industry and Information Technology within forty-eight hours of
discovering them—almost certainly before patching the vulnerabilities or disclosing them to
customers. This legal requirement could give Chinese hackers an opportunity to exploit the
vulnerability before it is patched.”

A separate 2017 National Intelligence Law obliges Chinese companies and citizens to
“support, assist, and cooperate with national intelligence efforts in accordance with law, and
shall protect national intelligence work secrets they are aware of,” which appears to authorize
the Chinese government to compel its companies to support intelligence gathering.® A

2021 Counter Espionage Law mandates that Chinese nationals cooperate with China’s
national security agencies, and a 2023 update to the law widens the scope of the law to cover
“documents, data, materials or items related to national security and interests.”*' And the
growing presence of Chinese Communist Party (CCP) cells active in Chinese businesses
may provide more informal ways for the Chinese government to exploit data, software, and
connected devices.”

The third factor driving U.S. government concerns with China’s control of software and
connected tech is the potential for software and/or regular firmware and software updates
from China to create particularly significant risks. The global IT meltdown that cybersecu-
rity firm CloudStrike caused in July 2024 when it distributed a botched software update to
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customers around the world—an event that likely caused between $5 billion and $10 bil-
lion in damage—illustrates the potential for updates to cause widespread disruptions.*
Although encryption and third-party storage could help mitigate many data security risks,
the potential for malware intrusions is high when a company maintains ongoing control of
software—particularly when such control is combined with China’s legal ability to compel a
Chinese company to cooperate with Chinese defense and national security objectives.

Chinese and Third-Country Parallels

Although this paper is focused on Washington’s growing concern about Chinese companies
with access to U.S. data and control of software and connected devices, Beijing is engaged
in a parallel campaign against what it perceives as the risks of U.S. firms that have access to
Chinese data and that provide software and connected technologies in China.**

China has a long history of excluding U.S. technology companies and products, particu-
larly news media outlets and social media platforms such as Facebook and YouTube, over
censorship concerns. In the wake of Edward Snowden’s revelations regarding American
cyber espionage in 2013, China began to promote a “secure and controllable” I'T sector that
gradually would wean itself off foreign I'T companies.” Initially, China’s efforts to reduce its
use of Western IT proceeded slowly, but Beijing has intensified the campaign in recent years.
In 2022, the Chinese government reportedly issued an order for state-owned companies in
critical sectors, including finance and energy, to replace non-Chinese software on their net-
works by the end of 2027.%¢ Press reports suggest that many Chinese agencies and enterprises
are banning employees from bringing phones manufactured by Western companies into gov-
ernment office buildings.?”” China also has targeted U.S. chipmakers: in 2023, it restricted
the use of Micron chips from some domestic critical infrastructure networks, and in 2024, it
announced plans to phase out Intel and AMD chips from government computers.”® China
also has taken broader measures to address perceived data security risks, notably far-reaching
national data security laws that limit the flow of Chinese data internationally. And for U.S.
tech companies that remain in China, Beijing increasingly is signaling that they will have

to comply with measures to mitigate risk. In mid-2024, China gave U.S. car company Tesla
permission to begin testing high-end autonomous driving features, which rely on precision
imaging and sensors and large volumes of data, only after Tesla entered into a partnership
with Chinese tech firm Baidu to help manage the data and mapping technology.?’ Tesla also
recently passed a Chinese government data security audit that has allowed Tesla automobiles
to be included on Chinese government procurement lists.

A number of other countries also have begun to take steps to reduce what they perceive
as the risks associated with their reliance on both U.S. and Chinese tech companies. For
example, in 2023 the European Union considered restrictions on the foreign ownership
of companies providing certain cloud services in Europe, though in mid-2024 it dropped
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proposed ownership restrictions in favor of data labeling and localization requirements.*’
Absent diplomatic work by Washington to reassure allies about the trustworthiness of

U.S. firms, and the development of principles to differentiate the risks associated with U.S.
technology from the risks of Chinese technology, this trend is likely to continue. Indeed,
Trump’s initial aggressive actions toward a number of traditional U.S. allies, such as his
threats of tariffs against Canada and European countries, risk elevating allied concerns that
Trump could weaponize their dependence on U.S. technology against them and encourag-
ing allies to more aggressively reduce their own use of U.S. technology. This makes proactive
engagement even more important.

Historical Background

The specific risks the United States faces from China’s access to data and control of software
and connected devices are a product of the twenty-first century. Before the creation of the
World Wide Web in 1989, there was no meaningful public internet or readily accessible
online data, and “connected devices” meant government and university computer servers
attached to early U.S. government I'T networks like ARPANET. It was not until the 2000s
that Chinese companies became significant players in designing and manufacturing high-
tech products like telecommunications network infrastructure equipment, electric vehicles,
and social media platforms. Indeed, in the years following the global spread of the internet
in the 1990s, U.S. officials generally argued against foreign government plans to restrict in-
ternational data flows and to close markets to software and connected devices, arguing that
an open internet would advance both American values and American commercial interests,
given the dominant role that U.S. companies played in the tech sector.

Even though the specific risks associated with China’s access to data and control of software
and connected devices are new, the underlying concerns about foreign control of U.S.
infrastructure and ability to influence U.S. opinion are not. More than two centuries ago, in
the aftermath of the War of 1812, Congress passed a law restricting foreigners from owning
ships that sailed between American ports, hoping both to strengthen U.S. industry and to
ensure that foreigners could not control America’s domestic trade.’’ At the dawn of America’s
commercial aerospace industry in the 1920s, Congress extended ownership restrictions to
airlines, in part out of concern that foreign companies flying aircraft over the U.S. heartland
could hurt U.S. national security.??

American concern about foreign ownership of communications networks and broadcast
media similarly emerged during the first decades of wireless communications. In the early
1900s, the U.S. Navy became concerned that foreign spies could use the then-new medium
of radio to send information abroad and to direct military attacks during a time of war. In
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1912, at the Navy’s behest, Congress prohibited foreign nationals from acquiring or owning
radio broadcast licenses in the United States.*» Many decades later, in 1985, laws restricting

foreign ownership of U.S. broadcast television licenses forced Australia media baron Rupert

Murdoch to become a U.S. citizen before he could buy the stations that become the founda-
tion for his U.S. television empire.’*

The United States has never directly imposed foreign ownership prohibitions on print media,
but there is a long history of laws trying to ensure that American print media was free of
foreign influence. During World War I, the Trading with the Enemy Act required German-
language newspapers to file English translations of their publications with the postal service,
and the post office could refuse to mail publications it deemed to support Germany. During
the 1930s, the U.S. government passed the Foreign Agent Registration Act in an attempt

to require pro-German propagandists and publications to register as agents of the German
government. Even today, the Committee on Foreign Investment in the United States
(CFIUS), a Treasury-led process that reviews foreign acquisitions of U.S. companies for
national security risks, can limit foreigners trying to buy U.S. media properties. In 2023,
for example, CFIUS scrutiny contributed to the collapse of a planned buyout of Forbes
magazine.” Similarly, German publisher Alex Springer had to address CFIUS issues when it
bought Politico in 2021.%

The United States began imposing restrictions on foreign ownership of telephone networks
in the 1930s. The first comprehensive U.S. communications law, the Communications Act
of 1934, included provisions prohibiting foreigners from owning more than 20 percent of
most U.S. “common carrier” phone and telegraph companies. The Federal Communications
Commission (FCC) has for decades required companies that want to offer telecommunica-
tions services between the U.S. and foreign countries to obtain licenses.”

Evan when the United States liberalized its domestic telecommunications markets in the
1990s, it retained the authority to limit foreign ownership if it identified a specific national
security risk. For example, the United States pledged to end most per se statutory prohibi-
tions on foreign investment in U.S. telecommunications markets as part of its 1997 commit-
ments to join the World Trade Organization.’® But the FCC simultaneously created a new
government body, known as “Team Telecom,” that tapped U.S. national security agencies to
review the national security risks associated with foreign investments in U.S. telecommuni-
cations and applications to provide telecom services to Americans.”

Against this historical backdrop, U.S. government concerns about Chinese access to data
and control of software and connected devices first seriously emerged in 2005, when a
little-known Chinese computer company, Lenovo, struck a deal to acquire IBM’s legendary
but low-margin PC division—a deal that would give a Chinese company control over com-
puters and laptops used in businesses, schools, and government agencies. CFIUS ultimately
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approved the deal but only after imposing “mitigation measures” to address potential securi-
ty risks, such as requiring the physical separation of Lenovo employees working on PCs from
IBM employees who would continue to work on more sensitive servers and other products.*

In the years following that 2005 case, CFIUS emerged as a major tool in U.S. government
efforts to limit China’s access to U.S. data and software. Publicly reported CFIUS cases
involving Chinese access to data and software over the past two decades include acquisi-
tions of U.S. computer server companies, a U.S. health data company, LGBTQ dating app
Grindr, money transmitter MoneyGram, and the insurance industry, among others.! At
times, CFIUS blocked takeovers or required a Chinese buyer to divest U.S. operations that a
Chinese company had already acquired. At other times, as it had in 2005, CFIUS approved
a transaction but required measures to mitigate risks. Though CFIUS does not publish the
terms of specific deals, a review of its public annual reports over the past fifteen years indi-
cates that mitigation measures can include limiting access to company and customer data

to specific employees or to U.S. citizen employees (for example, no Chinese parent company
or Chinese national access to the data); establishing security committees to limit access to
sensitive technology and data; ensuring that certain products remain in the United States;
and ensuring that only authorized vendors provide the U.S. company with certain products
and services.

By the late 2000s and early 2010s, however, American national security officials began to
encounter the limits of CFIUS. CFIUS can block a Chinese acquisition of a U.S. company
that holds American data or develops software or devices, but it has no authority to block
U.S. companies from selling data to China or purchasing Chinese technology, or to prevent
Chinese companies from simply directly marketing their products to Americans. With
Chinese companies playing an increasing role in global markets, U.S. policymakers began
seeking new tools to address perceived risks.

At first, these tools focused on informal pressure on the corporate sector and on information
gathering. In 2010, for example, Secretary of Commerce Gary Locke called the CEO of
mobile carrier Sprint to urge that Sprint not consider a bid from Chinese national champion
telecommunication company Huawei to perform extensive upgrades to Sprint’s telecommu-
nications networks in the United States.? The following year, realizing that it did not know
the extent to which Chinese equipment already had been installed in U.S. telecommunica-
tions networks—particularly by smaller, rural telecommunications companies—the Obama
administration used a Cold War-era law to require U.S. telecoms providers to report on
Chinese networking equipment installed in U.S. networks.*®

After Trump was inaugurated in 2017 and identified China as America’s chief economic and
strategic competitor, congressional and executive branch officials began to develop a more
formal regulatory apparatus to address perceived risks posed by China’s access to data and
its ability to exploit Chinese-owned software and connected devices. The initial focus was
on telecommunication network infrastructure: Trump officials expressed concern about
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the risk that China could exploit its telecommunications gear to spy on U.S. citizens and

to engage in industrial espionage in the United States.* In response, the Trump administra-
tion launched domestic and international campaigns to reduce the use of Chinese equipment
in telecommunications networks.® The government also became increasingly concerned
about the its own reliance on other types of Chinese equipment that China potentially

could use to conduct espionage. In 2018, for example, Congress prohibited the use of many
Chinese surveillance cameras at U.S. government facilities and directed the government

to establish the Federal Acquisition Security Council (FASC) to review the security risks
associated with U.S. government procurement of information communications technology

software and devices.*

By 2019, the government was concerned not only about telecommunications networks and
the government’s infrastructure, but also about American private sector uses of Chinese-
connected technologies. In May 2019, Trump signed Executive Order (E.O.) 13873, which
directed the Commerce Department to set up a process to review and address risks in
America’s information and communications technology supply chain (ICTS), including
potentially restricting Chinese software and devices.” As then commerce secretary Wilbur
Ross said when the executive order was announced, the goal was to ensure that “Americans
will be able to trust that our data and infrastructure are secure.”® In March 2020, Congress
passed the Secure and Trusted Communications Networks Act of 2019, which directed the
FCC to maintain a public list of communications equipment and services that posed an
unacceptable risk to U.S. national security.

The pace of rules and regulations increased during Trump’s final months in office, notably
with new executive orders that sought to ban TikTok and nine other Chinese apps from
being distributed in the United States. Although those bans were enjoined by courts and
ultimately did not come into effect, they were a precursor for more recent actions, including
Congress’s TikTok divestment law in 2024. Appendix A provides a timeline of major Trump
administration actions.

Although Biden had been critical of aspects of Trump’s policy toward China while on the
campaign trail in 2020, the Biden administration steadily—and in 2024 substantially—ex-
panded the regulatory regime it inherited from Trump. In June 2021, while withdrawing
the Trump administration’s court-blocked executive order attempting to ban Chinese apps,
Biden issued E.O. 14034, which expanded on Trump’s ICTS executive order by directing
the Commerce Department to evaluate Chinese software and connected devices for security
risks and to take steps to mitigate identified risks.*” In November 2021, Biden signed the
Secure Equipment Act of 2021, which authorized the FCC to effectively ban internet-con-
nected products that it determined threaten U.S. national security and not simply to main-
tain a public list. A year later, in November 2022, Biden’s FCC used that authority to ban
new security cameras made by two Chinese companies from being connected to the internet
in the United States, effectively banning their sale or use.”
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In 2024, the Biden administration and Congress took additional steps to begin restricting
data flows to China and to address the risks associated with Chinese software and connected
devices. Some of these involved bureaucratic changes to support the U.S. government’s work.
In early 2024, the Commerce Department hired former Microsoft executive Liz Cannon to
run a newly established Office of Information and Communications Technology Services
that would implement Commerce’s authorities over the ICTS supply chain.’ Other mea-
sures involved new restrictions on Chinese data flows, software, and connected technologies.
In February 2024, Biden signed a new executive order to address cybersecurity risks at U.S.
ports, and the U.S. Coast Guard issued a directive to U.S. port operators directing them to
address security risks associated with their use of Chinese-manufactured cargo cranes, which
U.S. defense officials previously had raised as a concern.” Less than a week later, Biden
signed E.O. 14117, which directed the Justice Department to establish regulations restricting
data brokers from selling or transferring multiple different types of data to China and to
Chinese companies in instances where doing so could impact U.S. security.®

Two months later, in April, Congress passed a bill that would give ByteDance until early
2025 to divest its ownership of TikTok; failure to do so would mean that TikTok would face
a ban on distribution through U.S. app stores. On January 20, 2025, Trump announced
that he would seek to extend the deadline by seventy-five days to give his administration
additional time to work out a deal, but Trump continues to indicate that he expects TikTok
to be at least 50 percent owned by Americans. Congress’s April 2024 law also authorizes the
government to impose similar divestment restrictions on other widely used Chinese social
media apps, and to ban apps that do not comply with a divestment order.”* And as with
E.O. 14117, this law included Federal Trade Commission (FTC) enforcement provisions to
prohibit data brokers from selling personally identifiable information to China.”

Also in 2024, the Biden administration announced plans to restrict the sale of internet
connected cars manufactured in China, citing the national security risks that such cars
could pose on U.S. roads, and it finalized the rules in early 2025.> The Biden administration
also launched a process in early 2025 that, if continued by Trump, could result in a ban on
Chinese-made drones in the United States, in light of potential security risks.”” Appendix

B provides a timeline of significant Biden administration actions to address the risks asso-
ciated with Chinese access to U.S. data and Chinese software and connected devices in the
United States.

Additional measures reportedly are under consideration. In a trade policy executive order
that Trump signed on his second Inauguration Day, Trump directed his commerce secre-
tary to “consider whether controls on ICTS transactions should be expanded to account

for additional connected products.”® Meanwhile, the leadership of the U.S. House of
Representatives Select Committee on the Chinese Communist Party has urged the executive
branch to examine and address security risks posed by Chinese cellular modules, Wi-Fi
routers, drones, and semiconductors.”
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The Emerging U.S. Regulatory Regime

This decade-plus of U.S. government work to address the risks posed by China’s access to
data and control of software and connected technologies has created a growing array of
regulatory authorities. These authorities regulate Chinese software; Chinese devices, and
technologies that connect to the internet; Chinese telecommunications companies that con-
nect to the United States; and the flow of American data to China. They are spread across
multiple agencies, including the Commerce Department, the Justice Department, the FCC,
and the Department of Homeland Security. Some of the authorities consist of formal rules
and regulations; others are voluntary standards and awareness-raising efforts by the U.S.
government intended to influence private sector decisions without directly regulating them.
Core elements of the existing regulatory regime include the following:

*  The Commerce Department’s ICTS authorities to restrict the distribution and
use of information and communications technology and software: Two executive
orders, E.O. 13873 on the information and communications technology supply
chain and E.O. 14034 on foreign adversary controlled apps and software, empower
the Commerce Department to review and address risks associated with information
and communications technology and services and/or software applications designed
or developed by designated “foreign adversary” countries, which currently is defined
to include China, Russia, and several other countries.®” These executive orders
empower the department to review the risks associated with a broad range of tech-
nologies, including network infrastructure equipment, software, and devices that
connect to the internet, and to impose restrictions or mitigation measures to address
identified security risks. The department issued its first major restriction pursuant
to these authorities in June 2024, when it banned the U.S. distribution and sale of
software made by Russia cybersecurity firm Kaspersky Labs.®' In September 2024,
the department published a draft rule restricting the sale of Chinese autonomous
driving technology in the United States as well as cars using certain Chinese
connectivity modules.

*  The Federal Communications Commission’s “Covered List,” which effectively
prevents covered items and services from connecting to U.S. communications
networks or internet: The FCC maintains a “Covered List” of items or services
“deemed to pose an unacceptable risk to the national security of the United States
or the security and safety of United States persons.” Pursuant to the Secure
Equipment Act of 2021, as of February 2023, the FCC will deny authorizations to
equipment and services on the Covered List, meaning that the equipment cannot
connect to U.S. telecommunications networks. This denial effectively prohibits
covered devices, software, or telecommunications services from being used in the
United States. The FCC does not make its own independent decisions on whether
to include specific equipment or services on the Covered List, but instead takes
direction from relevant national security agencies. For example, when the FCC
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added two Chinese telecommunications providers to the Covered List in September
2024, it stated that it did so at the request of the Department of Commerce and
with the concurrence of the Department of Justice and Department of Defense.®
The Covered List currently restricts several types of Chinese telecommunications
network infrastructure, several Chinese security cameras, Kaspersky software, and
several Chinese telecommunications services.

*  The Commerce Department’s “Know Your Customer” requirements for U.S.
cloud services providers: In January 2024, the Commerce Department proposed a
rule that would require companies providing internet infrastructure as a service—ef-
fectively, cloud services providers—to establish KYC rules that would enable them
to identify their customers and the owners of their customers.®* The intent of the
rule is to help U.S. companies and ultimately the U.S. government to better identify
and cut off foreign companies and entities that use cloud services to support espio-
nage and other malicious cyber activity.

*  “Team Telecom” to prevent high-risk communications companies from oper-
ating in the United States or connecting to U.S. networks: The FCC’s “Team
Telecom” process reviews applications by foreign companies to start offering com-
munications services in the United States or to offer international communications
services (such as via submarine telecommunications cables) to the United States.

In recent years, it has denied authorizations to China-linked companies while also
requiring a planned Google- and Meta-operated cable that had a Chinese partner to
adopt measures to mitigate potential data security risks.”

*  The Department of Justice’s “Data Security” executive order that authorizes
the department to limit bulk data transfers to China: Pursuant to E.O. 14117,
the Department of Justice is drafting rules to prohibit or otherwise restrict the
transfer of certain U.S. government or U.S. bulk data to China and other jurisdic-
tions deemed to pose a threat. The department’s authority includes both the ability
to regulate only arms-length sales or transfers of sensitive U.S. data to China, and
to restrict vendor agreements between U.S. firms and Chinese companies that
could provide the Chinese companies with access to the data, such as an agreement
between a U.S. hospital chain and a Chinese firm to process U.S. patient data. The
data transfer rules also effectively may limit the deployment of certain Chinese
software and connected devices in the United States, given that many types of
software and connected devices collect data—particularly personal information and
geolocation data—that a Chinese company ordinarily would process back in China.

*  The Federal Trade Commission’s enforcement of the Protecting Americans’

Data from Foreign Adversaries Act: In April 2024, Congtress enacted the
Protecting Americans’ Data from Foreign Adversaries Act, which prohibits data
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brokers from selling certain categories of U.S. individuals’ personally identifiable
sensitive information to China or to Chinese companies. This law overlaps signifi-
cantly with but is also distinct from and in some ways broader than Biden’s 2024
data security executive order.*

*  The Committee on Foreign Investment in the United States: CFIUS continues
to have authority over foreign acquisitions of U.S. companies that control telecom-
munications or other key infrastructure or that hold sensitive U.S. data, including
the authority to mandate mitigation measures and to recommend that the president
block acquisitions outright. In 2018, Congress amended the CFIUS statute to
increase the committee’s focus on sensitive data (among other reforms). In 2022,
Biden issued an executive order directing CFIUS to increase its focus on data
security risks as well as several other national security concerns.®”

*  Congress’s divestiture requirements for Chinese-owned social media companies:
In April 2024, Congtress enacted legislation to prohibit app stores from distributing
popular social media app TikTok starting in early 2025 unless TikTok’s Chinese
parent, ByteDance, divested itself of the company. The same legislation authorized
the president to impose a similar divestment requirement or distribution ban for
other Chinese social media companies that have more than 1 million U.S. users
and which the president determines pose a threat to U.S. national security.®® This
requirement could impact fast-growing Chinese social media companies such as
MiniMax and Hypic.®” (On January 17, 2025, the Supreme Court upheld the

constitutionality of the law.”?)

*  The Federal Acquisition Security Council and other federal procurement re-
strictions: The Office of Management and Budget (OMB) chairs the FASC, which
Congress chartered in 2018. The FASC consists of key security and procurement
agencies. Its mandate is to reduce cybersecurity and supply chain risks in federal
procurement, including the risks posed by foreign ownership or control of an item
that the government is buying. It has the authority to prohibit the federal govern-
ment from purchasing specified products and, in particularly high-risk instances,
to order the “rip and replace” of software and other equipment already in federal
systems. Although FASC decisions are limited to restrictions on federal procure-
ment, FASC restrictions generally also will be noticed publicly, potentially sending a
signal to private sector purchasers as well.

Beyond the FASC, the government has other authorities to regulate its own procurement of
high-risk products. One such example is the Department of Homeland Security’s authority
to issue “Binding Operational Directives” to agencies to mitigate identified cybersecurity
risks.”! Moreover, Defense Department procurement regulations prohibit it from purchasing
goods made by Chinese companies that the department has identified as part of China’s
military-industrial complex.
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*  Sectoral regulators: Although the United States does not have a cross-cutting
cybersecurity regulator, several sectoral regulators have the potential to impose
restrictions on the use of Chinese software and connected technology if they deter-
mine that such products or services threaten the integrity of networks or undermine
U.S. security. For example, in February 2024 the U.S. Coast Guard, which has
regulatory authority over ports and shipping, issued a maritime security directive
on the security risks posed by use of Chinese-made port terminal cargo cranes
and directed port operators to take steps to address these risks.”? Federal regulators
overseeing the banking and healthcare sectors also have the authority to direct
regulated companies to take steps to ensure appropriate cybersecurity protections
that will restrict regulated entities from transmitting data to China and from relying
on Chinese software and connected technologies. For example, in December 2024
the Consumer Financial Protection Bureau proposed rules that will prohibit data
brokers from selling certain financial information in support of efforts to protect
sensitive U.S. data from foreign adversaries.”” The U.S. Treasury Department and
Federal Reserve have authorities to mandate that financial institutions impose data
security measures, while the Department of Health and Human Services has some
authorities to ensure the protection of U.S. health data.

Beyond these core regulatory authorities, the U.S. government has other tools at its disposal
to address the risks posed by data transfers to China and by Chinese control of software and
connected devices. These include awareness-raising efforts to ensure that the U.S. private
sector and U.S. citizens understand relevant risks, mechanisms to leverage private sector
guidance documents and standards, and the Commerce Department’s authority to restrict
imports that threaten U.S. national security.

*  Department of Homeland Security and law enforcement awareness-raising
efforts: The Department of Homeland Security, the Federal Bureau of Investigation
(FBI), and U.S. intelligence agencies possess only limited regulatory authority over
the use of Chinese software and connected technology in the United States, but
they do have tools to raise public and business awareness of potential risks. Earlier
this year, for example, the Department of Homeland Security’s Cybersecurity and
Infrastructure Security Agency issued a formal warning to companies operating crit-
ical infrastructure about the risks associated with using certain Chinese-connected
devices, such as drones.” FBI field offices can engage with local companies to
discuss potential espionage and cybersecurity risks. And the Director of National
Intelligence has published a summary document describing Chinese laws that could
compel Chinese companies to cooperate with national security and intelligence
work—a type of public outreach that could be expanded.”
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*  Voluntary cybersecurity standards: The U.S. National Institute of Standards and
Technology publishes a national Cybersecurity Framework that provides guidance
to U.S. businesses, including small businesses, on cybersecurity best practices and
ways to identify and address cybersecurity risks. Other agencies, including the
Cybersecurity and Infrastructure Security Agency, promote voluntary cybersecurity
standards for companies that operate critical infrastructure across a range of sectors.
To date, these standards have not incorporated specific risks related to data transfers
to China or use of Chinese software or connected technology, but they do provide
guidance on a wide range of more general cybersecurity risks and best practices.

*  The Commerce Department’s “Section 232” authorities: Section 232 of the
Trade Expansion Act of 1962 authorizes the Commerce Department to regulate
imports of products when the department determines that imports threaten to
impair U.S. national security. The department historically has used Section 232
to protect U.S. manufacturing: Trump, for example, used Section 232 to regulate
U.S. imports of steel. The Commerce Department could leverage these authorities
to restrict imports of products where the product itself was determined to create a
national security risk: at least one outside assessment, for example, has noted that
the department could use Section 232 to impose tariffs or other import restrictions
on U.S. imports of Chinese semiconductors if it determined that the semiconduc-
tors posed a threat to U.S. national security.”®

» Federal Trade Commission authorities: Finally, the FTC has general authority
to act against unfair and deceptive trade practices, including by tech companies. In
recent years, for example, the FTC has taken action against companies that do not
honor the privacy commitments they make in their own terms of service, and the
FTC recently warned companies against deceptively changing their terms of service
to allow themselves to exploit user data to train Al models.”” The FTC potentially
could use its authorities to penalize a Chinese company that shared information
with the Chinese government without adequate user consent.

Policy Recommendations

As the history and regulatory authorities described in this paper illustrate, over the past
decade—particularly since the late 2010s—the United States has developed a surpris-
ingly complex regulatory regime to restrict data transfers to China and to address the
risks posed by Chinese software and connected technology. This regime has potentially
profound significance for the U.S.-China relationship, given that a growing share of U.S.
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imports—including even household and consumer devices like kitchen appliances and
lighting systems—connect to the internet, creating security vulnerabilities and potentially
subjecting them to regulation. Chinese tech startups, as well as established companies like
Temu and Shein, remain focused on the United States as a potential market and almost
will certainly find themselves subject to increased U.S. government scrutiny and regulatory
pressure. China’s parallel regulatory regime to address the risks Beijing assesses it faces from
reliance on U.S. tech will have similarly significant impacts on U.S. companies operating in
the world’s second-largest economy. And, as governments around the world begin to develop
their own measures to reduce data, software, and connected device risks, the United States
will need to ensure that those measures address legitimate security risks posed by China
without adversely impacting U.S. firms.

Pressure to use these authorities to further restrict U.S. data flows to China and the opera-
tions of Chinese software and connected devices in the United States almost certainly will
increase over the coming years, driven by intense Sino-U.S. geopolitical competition and
continued American concern about Chinese cyber risks to the United States. As the United
States continues to develop its regulatory regime for U.S.-China data flows and for Chinese
software and connected devices, policy recommendations include the following:

Embed China-focused measures within a broader set of measures to improve data
privacy and cybersecurity. China’s sophisticated hacking operation has multiple avenues
to exploit U.S. data, influence U.S. opinion, and breach U.S. networks without relying on
Chinese companies obtaining direct access to U.S. data or controlling software or technol-
ogy. The United States cannot effectively protect against China-related data, influence, and
cybersecurity risks without adopting broader and more comprehensive measures to protect
Americans’ data and to enhance U.S. cybersecurity. Indeed, recent events have illustrated
this fact: While the United States took steps in the late 2010s to limit the use of Chinese
telecommunications network infrastructure equipment in U.S. telecommunications net-
works, over the past several years China mounted a sophisticated hacking program into U.S.
telecoms networks—providing vast and unprecedented access to Chinese spies, including to
the communications of senior U.S. government ofhicials.”

A U.S. national data privacy law that limits data collection in the first place, for example,
would limit the pools of sensitive American data that China potentially could hack regard-
less of whether they are held by U.S. or Chinese firms—not to mention the domestic privacy
benefits. A national data privacy law would also have domestic privacy benefits and help
align U.S. policy with allied nations that have strong privacy protections. A strong national
data privacy law and cybersecurity measures should be the government’s primary focus, with
measures specifically targeting data transfers to China and Chinese software and connected
devices playing an important supporting role.

Publish a formal risk assessment and strategy for the government’s work. The U.S.

government should publish a comprehensive assessment of the risks posed by China’s access
to U.S. data and control of software and connected technologies and a strategy to address
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those risks, publicly including specific priority areas for U.S. government focus. In 2024, the
Commerce Department published a list of priority technologies it is focused on, pursuant to
authorities limiting Chinese software and connected technology in the United States, which
could serve as a partial basis for a broader cross-U.S. government strategy.”” However, the
U.S. government has not published an overarching strategy identifying specific cross-cutting
technologies of concern; describing when it will seek to mitigate risks with regard to block-
ing data transfers, software, and connected devices; or describing cross-cutting steps that it
would like to see U.S. private sector companies take to begin addressing risks on its own. A
formal U.S. government risk assessment and strategy would harmonize work across agencies
while providing a signal to the U.S. private sector of specific priority areas to reduce reliance
on Chinese software and connected technologies.

Develop clear guidelines for assessing risks: Different government agencies and authorities
have established overlapping but also somewhat different criteria for evaluating the risks
posed by China’s access to data and its control of software and connected technologies. Some
tools, such as the FCC’s Covered List, do not appear to be guided by published risk criteria
at all. As part of its published risk assessment and strategy, the government should publish a
clear set of the criteria it uses and recommends that private entities use these criteria to assess
the risks associated with data transfers to China and use of Chinese software and connected
technology. Such criteria could include the following elements:

*  Data sensitivity and volume

*  Ownership or control of companies with access to data and control of software and
connected devices

*  Whether software or a device is intended to be used to for sensitive applications,
such as critical infrastructure

*  The scale of use or dependency—for instance, is it widely used, or is it one of several
similar products that also are being used and could be substituted if necessary?

*  The potential for software or a connected device to be used to mount attacks or
facilitate influence campaigns

*  The ease of replacing software or devices—for instance, the difhiculty of “rip and
replace” if subsequent risks are identified

*  The ability to provide software updates not subject to oversight, including whether
malware could be inserted

*  The extent of involvement of trusted parties in the development and distribution

of the software or connected device, such as whether a third party can monitor for
potential malicious activity
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'The availability of mitigation options such as encryption, data localization, technical
reviews of code, and independent monitoring and oversight

These criteria should be updated as risk perceptions evolve.

Develop clear principles to guide the development and deployment of software and con-
nected device restrictions: While the United States has a compelling interest in imposing
sensible restrictions on the use of high-risk Chinese software and connected devices, it also
has a compelling interest in both avoiding broader-than-necessary restrictions and in avoid-
ing setting a precedent that foreign governments skeptical of U.S. technology firms could
use to impose their own national restrictions on the use of U.S. technology. The United
States can balance these interests by developing and publishing a clear set of principles to
guide the deployment and development of restrictions on Chinese software and connected
devices. Articulating clear principles can help limit the potential overuse of restrictions by
U.S. agencies as well as providing a framework for international cooperation with allies and
partner nations.

Improve information disclosure and monitoring. Although U.S. government officials
have spoken publicly about the risks of data flows to China and Chinese control of software
and connected technology, they generally have not disclosed specific instances of China’s
use of its software or connected devices for harmful purposes. Moreover, the U.S. govern-
ment appears to have little systematic information regarding the extent of data transfers

to China or the prevalence of Chinese software and connected technology in the United
States beyond high-profile examples such as TikTok and Chinese automobiles. Closing this
information gap will be essential to effective policymaking. The Commerce Department
could, for example, conduct a survey of various U.S. critical infrastructure companies to
determine the extent to which they are using Chinese software or connected devices in their
networks. It also could require Chinese companies selling certain types of technology in

the United States to file a notice with the U.S. government so that the government under-
stands their role in the market. The U.S. government may also consider expanding the KYC
requirements that currently apply to cloud services providers to app store providers to ensure
that major software distributors (and their customers) in the United States know if they are
distributing Chinese technology.

Develop standards for mitigation measures. Mitigation measures likely will play an im-
portant role in addressing China-related data security, software, and connected device risks.
A Chinese-designed home vacuum cleaner robot, for example, might be able to collect sub-
stantial sensitive information, including interior maps of the homes of government officials
and corporate executives. Those risks, however, could be mitigated with technical solutions
that prevent customer data from traveling to China and third-party auditing of software

to ensure that malicious code is not inserted. Over more than three decades, the CFIUS
process has developed a set of mitigation measures that can reduce the risks associated with
a foreign takeover of a U.S. company, with CFIUS blocking transactions only in particularly
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high-risk scenarios. The United States should develop and promote mitigation measures to
reduce the risks of less risky Chinese products, while reserving bans for higher-risk products
and applications.

Codify the executive branch’s authorities. Both the Trump and Biden administrations
have relied heavily on a 1970s statute, the International Emergency Economic Powers Act
(IEEPA), as the legal basis for limiting certain data flows to China for regulating certain
Chinese software and connected devices in the United States. IEEPA, for example, forms the
basis of both Trump’s ICTS executive order and Biden’s software executive order. IEEPA,
however, was drafted before the internet existed and does not, for example, clearly authorize
the government to impose all of the mitigation measures that policymakers might want to
pursue. Moreover, there are limits to IEEPA’s reach: in 2020, when the Trump administra-
tion sought to use IEEPA to ban TikTok, U.S. courts concluded that IEEPA did not grant
the executive branch the authority to impose such a ban. Given recent U.S. court rulings
holding that major policies should be clearly authorized by Congress, Congress should
codify authorities to regulate in this area both to provide a sound statutory basis and to
provide appropriate oversight of executive branch policymaking.

Develop international standards with like-minded allies: The United States has both
an interest and an opportunity to collaborate with like-minded allies in the development of
shared approaches to the regulation of Chinese access to data and control of software and
connected devices. Shared approaches to standards will reduce the risks that U.S. allies and
partners will find themselves dependent on Chinese software and connected devices and
that U.S. allies, concerned about their own vulnerabilities, will impose restrictions of their
own on both Chinese and U.S. firms. Moreover, key allies appear to be interested in joint
approaches: Japan has been promoting its “data free from with trust” framework for several
years, while both U.S. and European Union officials are developing labeling programs to
label connected devices that meet cybersecurity standards. The United States should launch
a new initiative to cooperate with allies to establish joint approaches to addressing the risks
of data flows to China and of Chinese-controlled software and connected devices.

Conclusion

In 2000, as China was embarking on a multidecade process to crack down on domestic
internet usage, then president Bill Clinton jokingly wished Beijing well. “Good luck,” he
quipped. “That’s sort of like trying to nail Jell-O to the wall.” But over the ensuing decades,
China did largely succeed in regulating its domestic internet economy, developing systematic
censorship, building national champion enterprises, and restricting many major Western
firms from entering its market. The United States, meanwhile, remained open to China, not
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just for information from and about China—openness that the United States should always
value—but also open to a growing array of cross-border data flows, Chinese software, and
connected devices.

The United States should not follow in China’s model: its open society is a national strength.
Moreover, unduly broad restrictions on Chinese companies’ access to data and on Chinese
software and connected technology in the United States could have adverse unintended con-
sequences: disrupting ordinary commercial trade that depends on data flows, for example,
or reducing beneficial innovation because U.S. firms are not exposed to competition from
Chinese competitors. But in today’s era of strategic competition, United States policymakers
need to address the data security, disruption, and influence risks that come from cross-bor-
der data flows, Chinese software, and connected devices. Since the 2010s, they have begun
to do so, with dozens of actions involving myriad government agencies. Now, government
policymakers need to develop a more systematic and comprehensive framework for manag-
ing the relationship going forward.
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Appendix A: Timeline of Trump
Administration Actions on U.S.-China Data
Flows, Software, and Connected Equipment

2017  Congress enacts legislation prohibiting Defense Department procurement of Hua-
wei telecommunications equipment for use in certain networks, expanded in 2019
to cover all U.S. government agency procurement.®

2018  Congress enacts legislation prohibiting the use of certain Chinese security cameras
at sensitive U.S. government sites.®!

2018 The Federal Communications Commission (FCC) proposes rules to prohibit tele-
com companies that receive FCC grants to support service in rural and underserved
areas from using the grants to procure equipment from Huawei, ZTE, and other
Chinese telecommunications equipment. (The rules were finalized in 2019.)%

2018  Congress enacts the Federal Acquisition Supply Chain Security Act of 2018 (FAS-
CSA), which directs the U.S. government to establish procedures to limit data and
cybersecurity risks associated with U.S. government procurement.®

2018 The Trump administration launches an international campaign to encourage
U.S. allies and partners to restrict the use of Huawei and other Chinese telecom-
munications equipment in their network infrastructure, effectively taking U.S.
concerns global.®
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2019

2019

2019

2019

2020

2020

2020

2020

2021

2021

Trump issues E.O. 13873, which directs the Commerce Department to set up a
process to identify security risks in the information and communications technol-
ogy supply chain (ICTS) and to mitigate identified risks by, for example, excluding

certain devices from U.S. telecommunications networks. &

The Commerce Department puts Huawei on the Entity List, prohibiting many
U.S. exports to the company.®

The FCC denies a long-pending application by the Chinese telecom firm China

Mobile International to offer telecommunications services in the United States.®”

The Interior Department prohibits its components from purchasing Chinese-made
drones.®®

Congress enacts the Secure and Trusted Communications Networks Act of 2019,
which directs the FCC to maintain a public list of communications equipment and
services “deemed to pose an unacceptable risk to the national security of the United
States”—the so-called Covered List.*

Citing data security concerns, the Trump administration recommends that the
FCC deny authorization for a submarine internet cable connecting the United
States to Hong Kong.”

Trump issues a set of executive orders intended to ban TikTok and Chinese messag-
ing app WeChat.”" These orders would be enjoined by U.S. courts at a later date.

The State Department launches a short-lived “Clean Network” initiative to pro-
mote limits on Chinese telecommunications networks, telecommunications cables,
cloud services, and apps globally.”?

Trump issues an executive order to ban Chinese payments app AliPay and seven

other Chinese apps.”

Trump signs an executive order directing the Commerce Department to establish
regulations to address malicious cyber actors’ use of U.S. infrastructure as a service
provider.”® This order would become the basis for the “Know Your Customer” rules
released by the Biden administration in 2024.
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Appendix B: Timeline of Biden
Administration Actions on U.S.-China Data
Flows, Software, and Connected Equipment

resident Joe Biden signs Executive Order , authorizin e Commerce De-

2021 President Joe Biden signs Executive Order 14034, auth g the C D
partment to evaluate Chinese software and connected devices for security risks and
to take steps to mitigate identified risks.”

2021 The Federal Acquisition Security Council issues a final rule on how it will review
security risks associated with federal procurement, including risks related to foreign
control or influence over the maker of software or a device.”

2021 and 2022 Biden’s Federal Communications Commission (FCC) revokes two exist-
ing authorizations for Chinese companies to offer telecommunications services in
the United States.””

2021 Congress passes the Secure Equipment Act of 2021, which requires the FCC to
effectively ban U.S. sales of products and services on the FCC’s Covered List—a list
of communications products and services the FCC determines pose an unaccept-
able risk to U.S. national security.”®

2022 The FCC issues the first bans under the Secure Equipment Act, effectively prohib-
iting the sale of new security cameras made by Chinese companies Hikvision and
Dahua, as well as telecommunications equipment made by several other Chinese

companies.”
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2023

2023

2024

2024

2024

2024

2024

2024

2024

2025

The Commerce Department publishes a rule explaining how it would implement
Executive Order 14034 and spelling out the criteria it would use to evaluate the
risks associated with covered Chinese software and devices.'®

The Commerce Department announces an industrial base survey to understand the
sourcing of mature node semiconductors in the United States in order to identify
potential China supply chain risks.'"!

The Department of Homeland Security and the Federal Bureau of Investigation
issue a public advisory, warning critical infrastructure providers about the risks
of using Chinese drones.'** (As of September 2024, the Commerce Department
reportedly is considering a rulemaking process to formally limit their use.)

The Commerce Department issues a draft rule directing cloud services providers to

establish “Know Your Customer” standards for their foreign customers.'”®

Biden directs the Coast Guard to issue guidance to reduce the security risks as-
sociated with using Chinese made cranes at U.S. ports, while also announcing a
program to begin building cranes in the United States.'*

The Commerce Department announces its first major action pursuant to Executive
Order 14034, a rulemaking process that will restrict the use inside the United States
of Chinese cars capable of connecting to the internet (which includes most modern
cars, given that most modern cars connect to the internet for mapping, software
updates, and other purposes).'®

Biden signs Executive Order 14117, directing the Department of Justice to es-
tablish rules restricting the bulk transfer of certain sensitive U.S. information to
China, Russia, and other adversarial nations.!

Congress enacts legislation to force Chinese company ByteDance to divest its Tik-
Tok social media app or else see a ban on the distribution of TikTok in the United
States. The same law also directs the divestment or blocking of U.S. distribution of
other Chinese-owned social medial apps, websites, and software products that have
1 million or more U.S. monthly active users.'"””

Congress enacts legislation prohibiting U.S. data brokers from transferring the
“personally identifiable sensitive data of a United States individual” to China or a

Chinese company, and charges the Federal Trade Commission with enforcement.'*®

The Commerce Department issues an Advanced Notice of Proposed Rulemaking to
address security risks posed by Chinese-made drones in the United States.'””
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